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Four-year-olds ‘exploited’
by tech giants’ app store
age ratings

Games with in-app purchases and targeted advertising are
being marketed by Apple and Google at children far younger
than the limits set by developers

[T

Games designed for children older than 13 are being recommended for far
younger children
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Children as young as four are being exploited because of
misleading age ratings on Apple and Google’s app stores,

it has been claimed.

The recommended app store ages for some of the most
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popular apps, such as Candy Crush Saga, Whiteout
Survival and Toca Boca World, are much younger than
the limits set by developers in the terms and conditions.
This leads to young children being left in the “firing line”
of in-app purchases, targeted advertising and data

processing, campaigners say.

The Good Law Project and 5Rights, a charity protecting
children’s digital rights, have filed a legal complaint with
the Competition and Markets Authority (CMA) over the

issue.

Candy Crush Saga, which has 275 million monthly users,

has an age rating of 4+ on Apple and 3 on Google, but its
terms and conditions say players have to be at least 13.
For Toca Boca World, which has 60 million monthly
users, the ages are 4+ on Apple and 3 on Google but the
terms and conditions say under-18s need parental
consent. Whiteout Survival, which has 10 million
monthly users, is rated 4+ on Apple and 7 on Google but
its policies set a minimum age of 13 and under-18s need

parental consent.

Candy Crush has 275 million monthly users
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All these games are free to download but generate
revenue from in-app purchases, as well as data

processing and advertising. Apple and Google can take
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up to 30 per cent of this revenue.
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The disparity is created by the app stores rating on
content of the games but developers state ages based on

data-processing laws.

Of the top 500 apps by in-app revenue, 45 per cent
display a lower age rating in the app store than terms
and conditions and 74 per cent have a lower app-store

age than the privacy policy, the complaint says.
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Duncan McCann, Good Law Project’s tech and data
policy lead, said: “These tech giants are refusing to do
the right thing and act, simply because it is so lucrative

not to do so.”

Leanda Barrington-Leach, executive director of 5Rights,
said: “It is unfathomable how Apple and Google can so

blatantly mislead consumers.”

The CMA is investigating whether Apple and Google
have “strategic market status”. If the regulator finds that

they do, it can impose conduct requirements on them.


https://adclick.g.doubleclick.net/pcs/click?xai=AKAOjsuR-TuNyHJd9ri22WialKYsP1KJoN9hGpZknB-wHVgJc77Eg_C7611at7OOH_d-wJuLA65F1nI-8igKwZLxRCzPfBJakknjYKr0i4nImHtyoOo5yMP36_VuzwSXbSkBXVCyHUXBe1pun_qTJBmGx7eZB7zOznJN1kavjOeFOFxOwodLn8g9L6Guvt52qz15KWTQOk5Qd4aVQxEKLXnJqSlYM1Fn4o24yn5V2ZHVX-uB0qWxxqxJ_oFReXGGcJ_hWqecX-_hA8SLfz1UEv9xakim31vnYf_8181SjjeBW3VEuGd32Ie4ay4hJOXkY6fhsbvZhH2rFHo9rRhYp6UYjPZwNL3siq-hCRkFw2aqNT1NGVjxbfZdTzjc-ajp64QZVoYgUhwIKQmXy-yRW4dDtue-dtL_sYhKPfv8LWlkuajSX1uzf9mPtIfaZxpQZwbAXijBGa7QEJoPjFySmqCfPxtnCOsMIr-J2S4wb-rkGlsKo56rCtAI5EMAJnsZe5ptnNRtXOYwoEBWDOqVV0CjV8xhNu3zCseqTjpcX8Mmw1syyiYvq6huXDX6oSmsduPzObTBLY351NTBRqeDYbR1z8XyAmB-RGuieWwwpcALHwV1NMv5ob0oS4wvBqlhtR7ccYdTsj9qa4pvwegrKnvF6hYBJ4ff9j7WAVgF3kHeqbEd-k9zs6draDOMgdMdV6nBrYghefNeTjj-S2fw8k-Uaw9jjotNihcC8uViZQgUePOrHb9gmxiztkzSEuM521KOaM_8dgih-yXdFKRem3bMXu7dI3b7vNJb21BeCLYyV7Xh9vYeyJG02c7Qn46Lrf5ySUa1QFol8rukK2GTFm61AzW1pHqVsmH5ky5bDpmeY4v60q_AjmHEn0L65tILdhZ0ta3VsRPnM6naWzzeIWKUFOJPXyHjlC_e-aNhiL78Sdn5h2f1Ux8VkuLVlFf-rUvO7SmfPDL6xmkHkSEAdm28bh4qOZgSUMSkQ0sssKHc-cipNGLbTRWLWNOJ-GYOscN03jfg-ynkw1e_8boi4kuleHnicG5Ij64ukUWZ3jfN9ZH14szRe6ZVwenobeJH-aEmJG2DcAKIuHkxTLOplkifYXYLVSuSfF6mQXm4l6sv6rspPqioi8AmgjUv5reAyZVqYiymucKUinhm9sFGpKKTPRKgPXwyy1AU2yiFm9lijq9ft47e_V7P2a86kthFiuAYRzVsGcmGPGGHTrFSFmLyEfw9LJGZgPPXyt-fpPIDXtZDTJIJP-8t99LeOrht1MeDqozSYXii5efez8hCFBoLBAuhcxG7rJ0mtHXluw5FffMG109nw7ge09ATFRJF41Wfk_t0Z-Y5on8XdyC_1OfmEoaqWRjg59rrN5D8nHdFskoOo1KeR7hP3daovHHRWHDLsLl_4iNeyv6NM-tScU3vPLp1IcgqvyvM8doqTrBWe4atBNt-4fHWkDZY39YAzcW4eAqk9i1ZU78b9_u_2AzZ0M3XfCqQ9kKn1pzvHVI-FHIW4vImABi1QNKDmIS9urP6oF4sUDIZIRy-DeyDRsLmvuIGrxnQ_t0Zflh1ycx3V3n7onu0-OMjbfHYER8mNqu_s6KRIDrdgTnyZTum-DvGC5q_ygjPQYpvA11goddjmRZ_i8iWKZGMfigJ9bxaHg7Du50YoVItD82MgkwOcr2LjnNN3ZPNDv4OgAMXULP9zpbFT05uHBPz40Il0Rapvyn3ExVupeVM_JkplZjfybgi6WhsN1GWBRAAvNGLvZsDiIMkSI3VfiGOiE5lBdcmCI1AB9o9tio1lGkykQSIAnnglj4FVolSWnhd_S9KV8TEVN62k4voHmzIJZEgZsj4Uu630IYwSvugfyNR36BAf6YrhnqVlTk0bXJUrlYCKe3MBDEggk95FlMlAcSd2mqf27l475QwIABYpYRQ08cPpuUwk40lruYPlx8iUL5jywtrZI8A8V3F51LGere7uEcb&sai=AMfl-YRz2HGZQAs7Vf8wJz01wESOUVyYLpOLUS8_zZO4xJMUSVs2HLT53Rnp6wYh7jqjrcxRF5bwmygMgXCLgAAqlT-gwkzOSVy4kijx3iRcblBnFv-fTElajiHtuYSMoaxuycyxMdTNaD13oLYMwXiBHWRol1zzZ-OGL7w6vroC7d_IiUAjbqFgU9wIuXtE-aABCflc5qK67T9RsISFX5AQbj3rLCeQjvZmZwJ9GJSW3M6PBnrmT99yXpTL-wBFWZMB7Es-ZWSz8OC1vjCfm6UPINz7VKHy6irFVAYr8tEONem3KVc60TyGQ0Ook12wwkKl4gkfJB1YcNpvfV9Z_q6sXHawJtH2Gxoi5AbiKPe7gwLJuFWAd-UZdtLd1lXXtrEKCIOuPtYCvkJu6VexUv2HR8JH7R2ZM-MNxy1HgTWDGhjIw3WS0IVTwn697DWB0EupqmKoXfGYx7qdugL6G-oRw7KTf-b3O0A54RKJ9nT7ei_fyzZVivJvkGWSxPGmdaB3U5v7uXl7Y9E-Nxo4YYCR2rMhsKh23CIH8Exm40M9X3sspl8l_i_7bSZ5kKyIbZS3y9DTCbukpUgIqYHVmoOAS7DbFMUgPvo8xafAf1Y&sig=Cg0ArKJSzCnTFF6vC5u3&pr=9:AAABmcgTchXMXyXVE-BV86dSkAhQ-n8_TrMaNA&cry=1&fbs_aeid=%5Bgw_fbsaeid%5D&urlfix=1&adurl=https://ozoneproject-d.openx.net/w/1.0/rc%3Fts%3D2DAABBgABAAECAAIBAAsAAgAAAbQcGApMalRVNW4xM1dOHBa90K2PxoO48G0W86euoo_L8tbJAQAcFvia6teT-ePIdhab2-Lb2rCVmIoBABaKxruODRUGOCQyMDA1NjhiYS0xY2ExLTRjN2EtYjY5MC0yZGU0YTI0MTk5YjVJDAAsHBUCABwVAgAcFQgAjBwVCAAcFQIAGAwxLjM0MDQxNDI5NTMAABwm3qbXgwQVBDbkpdeDBBbgpdeDBCUCFQKmsIcCFr7EARawhwIW6AcW6gUW6AcW6gUWgK0CFrCHAhawhwIAHBwsFoCxiqS77IOtKhbrsrXZ5-KA56UBAAAWvNmYgAQWxL6bgAQWgtqkgAQWgIiggAQVGBwUtAEUsAsAFQQmgK0CFoCtAhaArQIRNQ4mgK0CNAIALCwWhra6xtervdYHFpnpl-K_kIah-gEAForGu44NBii82ZiABBbEvpuABBaAiKCABBaC2qSABBgJNjg0MDgyOTI4FuqCARaArQIlBBbQJRgGNTU0MDM2sREYBU9YLUdCDHoUggsUlAYAFgIYA3J0YgAsFvQDFvYCFvQDFvYCAAw8OAt3aGljaC5jby51awAAAA%26r%3Dhttps://join.which.co.uk/join/subscribe%3Fsource_code%3D820AHD%26utm_source%3Ddv360_display%26utm_medium%3Dcpc%26utm_campaign%3Dbl_which_acquisition_bau_dv360_display_subscription_retargeting%26dclid%3D%25edclid!%26gad_source%3D7

ADVERTISEMENT

Apple said: “We are committed to protecting user
privacy and security and providing a safe experience for

children.

“When parents or guardians create an Apple account for
a child under 13 years of age, tracking permissions are
disabled by default — so apps can’t request to track them
through app tracking transparency. These protections
are based on the user’s age, not the app.”

Google said: “Google Play does not control app ratings —
these are the responsibility of the app developers and
the International Age Rating Coalition. Ratings in Europe
(including the United Kingdom) are maintained by Pan

European Game Information.”
UK
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